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Abstract:

This study examined the legitimacy of electronic surveillance in proving information
technology crimes, in light of the rapid technological developments the world is
witnessing, which have contributed to the rise of digital crimes. It focused on analyzing
the legal framework regulating this method, while examining its compatibility with
constitutional principles, particularly with regard to the protection of privacy and the
confidentiality of communications. The study relied on a descriptive and analytical
approach, supported by a comparative approach, through analyzing national legal texts,
most notably the Omani Code of Criminal Procedure, and comparing them with some
comparative legislation. The study concluded that electronic surveillance is an effective
means of detecting IT crimes and tracking down their perpetrators. However, its legitimacy
remains contingent upon clear legal controls and strict judicial oversight to ensure that
individuals' fundamental rights are not violated. The study also recommended regulating
the use of this method in Omani law, in line with international standards, and ensuring a
balance between digital security requirements and constitutional justice requirements.
Keywords: Electronic surveillance, IT crimes, digital security, communications
confidentiality, digital evidence.
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1- Hartel, P, & van Wegberg, R. (2021). Going dark? Analysing the impact of end-to-end
encryption on the outcome of Dutch criminal court cases. arXiv preprint
arXiv:2104.06444.
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